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1. Introduction

Efficiency in the use of Information Communication Technology (ICT) is becoming an integral part of our  
modern-day society.  Learners need to be skilled in its  use for  learning,  leisure and academic work. 
Therefore, we believe that ICT deserves to be integrated with our learning/teaching curriculum. 

ICT is becoming an efficient medium for finding and using information as part of the learning process. By 
utilising an effective ICT strategy, we will encourage learners to fully utilise the ICT resources to improve  
their quality of work and presentation skills across all subjects. 

The focus of your e-learning programme is to provide tools and resources to the twenty-first century 
learner.  The use of tablets (devices)  is  a way to empower learners to maximise their  full  potential.  
Effective teaching and learning with devices integrate technology into the curriculum.

The policies, procedures and information within this document apply to all devices used at the school, 
including any other device considered by the school to come under this policy (this excludes cellular 
phones, smart phones, Blackberry devices and iPods). Teachers may set additional requirements for use in 
their classrooms.

This  policy  is  provided  to  make  all  users  aware  of  the  responsibilities  associated  with  rewarding, 
motivating, efficient, ethical and lawful use of technology resources, thereby developing ICT skills across 
all grades and subject areas in a safe and regulated environment.

This policy is to be read in conjunction with other school policies that form part of  the  vision,  mission, 
ethos, values and code of conduct of the school and are also governed by the school’s other policies, rules 
and regulations.

Definitions
BYOD ………  Bring Your Own Device

Device …….  For the purpose of this policy, the word “device” shall be taken to mean any personal 
electronic item, such as (but not restricted to) an Apple iPad, iPhone, iPod, Android device or 
tablet, laptops, netbooks, cell  phones, smart phone, cameras, mobile phones, smartwatches, 
iPods, e-Readers, gaming devices such as Nintendo DS, PS Vita, USBs, memory sticks, memory 
cards, CD-ROMs, DVD discs, and any other digital media devices capable of transmitting data via 
wireless media transfer such as the Air Drop function, found on Apple Devices etc..

ICT ………….  Information Communication Technology

User ………… Any person using or accessing any of the School’s ICT facilities

2. Risk assessment & Responsibility
Students are expected to demonstrate appropriate and responsible behaviour when using the 
School’s ICT facilities as well as when using their own personal Devices. 
Students are expected to comply with the specified guidelines and rules set out below. Necessary 
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disciplinary action will be taken against Students who disregard this policy. 
Students bring their Devices to use at their own risk. 
Students are personally responsible for keeping their Device up-to-date and secure.

The School is in no way responsible for:
* Maintenance of any Device.
* The loading, charging, back-up, updating of apps etc.
* Broken Devices.
* Lost or stolen Devices.

2.1 SECURITY 
In order to use the school’s computers, learners’ own devices, and school systems, each learner 
must use their allocated username and password. Learners must not use a password belonging to 
another person, or attempt to access any files where they have not been authorised. Passwords 
must remain confidential and learners must not allow others to access the network with their  
personal  password.  Learners  must  not  gain  or  attempt  to  gain  unauthorised  access  to  any 
computer system(s) for any purpose. Such hacking or attempted hacking is a criminal offence  
under the Electronic Communication and Transaction Act, Act 25 of 2002. The following is not  
permitted on school IT equipment without personal permission, in writing, from the IT Manager: 

● Changes to installed software or hardware configurations 
● Downloading and/or installing software on school equipment 

2.2 ANTI-VIRUS 
Potential sources of viruses include shared devices such as DVDs, USB Memory sticks, email  
(including, but not limited to, files attached to messages), and software or documents copied over 
networks and downloaded from the Internet. In order to protect against the virus threat, anti-
virus software is installed and updated regularly on all school PCs. Any pupil-owned PCs, laptops or 
mobile computing devices connected to the network must have Anti-Virus software installed.
Any device that is found not to have Anti-Virus software, or that does not have a recent update,  
will be removed from the network until remedied. 

2.3 INTERNET ACCESS AND USE OF ICT
Internet safety depends on staff, parents and the learners themselves taking responsibility for the 
use of Internet and other communication technologies on their mobile devices. The balance 
between  educating  learners  to  take  a  responsible  approach  and  the  use  of  regulation  and 
technical solutions must be judged carefully.
Technology could present dangers including sex, violence, racism and exploitation from which 
learners need to be protected. At the same time, they must learn to recognise and avoid these 
risks – to become “Internet Wise”.  The ICT Development program needs to ensure that students 
are fully aware of the risks, perform risk assessments and implement remedial and preventative 
measures to protect themselves and others against these risks. Learners may obtain Internet  
access in public access points and in homes – Ideally a similar approach to risk assessment and 
Internet safety should be taken in all these locations by the learners.
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2.3.1 Internet Access 
All learner internet access must be via the school’s wired or wireless network and on a registered 
device that has been configured by the IT Team. Accessing the internet via any registered device is 
allowed, but users must adhere to the policies laid out in this document when doing so on the  
school grounds.
Only one device, per user [using relevant username and password], will be registered on our 
network. Learners will need to complete and return the network and device usage agreement 
[NDUA] form in order to finalize registration.

2.3.2 Illegal Activities 
Learners must not, by using any service, possess or transmit illegal material. Learners should be 
aware that as the internet is a global network, some activities/material which may be legal in SA, 
may be illegal elsewhere in the world and vice versa. If you are in any doubt as to the legality of 
anything, don't do it. 

2.3.3 Downloading 
The school’s Internet access has a finite bandwidth and can become slow and unresponsive under 
heavy usage, particularly when big downloads are being performed. This can prevent other users 
from performing their work. Therefore, certain restrictions may be implemented to prevent file 
downloads at  certain times.  Downloading certain file  types can introduce viruses and other 
security threats onto the network, therefore some file types may be blocked by default. Contact  
the IT Team to download any essential files you require that have been blocked. 

2.3.4 File Sharing (Peer to peer networking) 
Sharing of files and downloading of files over peer-to-peer network connections is only allowed 
when downloading educational content that is not copyrighted. 

2.3.5 Offensive Material 
The Internet has excellent educational potential for learners, but is also of major concern with its 
ease of access to seriously offensive sites.  Internet access throughout the school network is 
filtered and is monitored and supervised by the school. If you inadvertently come across a site 
which contains offensive material you must report this matter immediately to your teacher or to 
the IT Team, so that the site can be blocked. Under no circumstances must you mention the site to 
others. Anyone found attempting to access, or who is in possession of offensive material, will be  
reported and access to the Internet immediately blocked. 

It is a criminal offence, even for a child, to create, download, possess, distribute or display any 
pornography, as well as to show such material to a child even if the person showing such material 
is a child themselves.  
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2.3.6 Social Networking Websites 
Access to certain Social Networking Websites is permitted, but not during lesson time (except with 
permission). However, learners must ensure that any comments or pictures etc. adhere to the 
school’s behaviour rules that require learners to be responsible, thoughtful and considerate and 
to bring credit to the individual and the school. 

2.3.7 Online Email
Access to online email services (such as Hotmail or Google mail) is permitted. Such webmail email 
services can be used by learners to correspond with staff, family and friends. However, these 
services must not be used to download, upload or transfer files that are otherwise restricted. 

2.3.8 Internet access via a Proxy 
Accessing the Internet via a third party ‘proxy’ website is strictly prohibited at all times. 

2.3.9 Instant Messaging (IM)
The use of certain Instant Messenger services will be limited, as it uses up a lot of bandwidth.  
Usage must then be restricted to basic messaging; voice or video communication is not permitted. 

2.3.10 Chat Rooms 
Before accessing any Chat Rooms, or engaging in any online communications with strangers,  
learners should familiarise themselves with the potential dangers of online chats and rather stay 
safe.
Under no circumstances should learners give out any personal information. 

2.3.11 Streaming Media 
Schoolwork-related streaming audio and video media accessed via the Internet is permitted, but 
may be subject to restrictions due to Internet bandwidth limitations. 

2.3.12 Plagiarism and the Internet 
Plagiarism is the theft of ideas and works from another author and passing them off as one's own. 
Students should be aware that plagiarism is not only cheating, but when it is copied, it is an illegal 
infringement of copyright. 

Learners will also be severely penalised when handing work in to teachers for assignments and 
tasks which are plagiarised from the Internet or other sources.

2.3.13 School references 
Should learners directly refer to the school on any internet website, all comments must adhere to 
the school’s behaviour rules that require learners to be responsible, thoughtful and considerate 
and to bring credit to the individual and the school. 
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2.3.14 Network Usage 
There are Wireless and/or Wired network facilities provided at the school. The facility is provided 
for study purposes during the normal school day. To request connection, you should contact the IT 
Team who will provide the relevant instructions. 

2.3.15 Games 
Licensed and approved games must only be accessed with permission, and under supervision 
from the teacher.

2.3.16 Removable Media 
Use of removable storage media (for example USB devices) is permitted only where no additional 
software installation is required. 

2.3.17 Portable Media Players 
Non-schoolwork related media files must not be stored on the School’s network. 

2.3.18 Digital Cameras 
Digital cameras may be connected to the school’s computers for the purpose of transferring 
school work related images only. 

2.3.19 Digital Storage media 
Personal pictures files and images (e.g. JPG or BMP files) must not be stored on the network. 
Personal audio files (e.g. MP3 or WMA files) must not be stored on the network. Personal movie 
files (e.g. MPG or WMV files) must not be stored on the network. School work related media files 
may be stored on the network. 

2.3.20 Printing 
Printing facilities are provided according to the rules and regulations as spelled out by the IT Team, 
at a cost, which will be conveyed to all learners. Due to maintenance cost, colour printing is not  
available to learners.

2.3.21 Video Recording 
Integrated or attached computer ‘webcams’ may be used for educational purposes only to record 
video with prior permission from the persons you are recording and the teacher responsible. 

2.3.22 Weblogs/Blogging  
A weblog, commonly known as a blog, is a form of online diary or journal. Much like a personal  
website, blogs give their author a place to air their opinions and comment on current affairs, detail 
their interests and hobbies, or just post random musings or comments about the world at large. In 
addition to text, blogs can contain photos, images, sound, archives and related links, and can  
incorporate comments from visitors. The process of creating and maintaining a weblog is known 
as ‘blogging’,  and authors are known as “bloggers”. Learners are permitted to contribute to  
weblogs, but must ensure that any comments or pictures etc. adhere to the school’s behaviour  
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rules that require you to be responsible, thoughtful and considerate and to bring credit to yourself 
and the school. 

2.3.23 Cyberbullying 
Cyberbullying is defined as bullying via computer functional devices, static or mobile, by the use of 
social media sites, email, text messages, instant messaging, personal websites and/or chat rooms. 
Cyberbullying is when a child, preteen or teen is tormented, threatened, harassed, humiliated, 
embarrassed  or  otherwise  targeted  by  another  child,  preteen  or  teen  using  the  Internet,  
interactive and digital technologies or mobile phones/Tablets. 
Any suspected cyber bullying (whether during school time or otherwise) will  immediately be 
reported.  
Cyber bullying could consist of:

● Repeated e-mails or IMs sent
● Following the child around online, into chat rooms, favourite Websites, etc.
● Building fake profiles, Web sites or posing as child’s email or IM
● Planting statements to provoke third-party stalking and harassment
● Signing children up for porn sites and e-mailing lists and junk e-mail and IM.
● Breaking into their accounts online
● Stealing or otherwise accessing their passwords
● Posting  images  of  the  child  online  (taken  from  any  source,  including  video  and 

photo/Tablet phones)
● Posting real or doctored sexual images of the child online
● Sharing personal information about the child
● Sharing intimate information about the child (sexual, special problems, etc.)
● Sharing contact information about the child coupled with a sexual solicitation (“for a good 

time call …” or “I am interested in [fill in the blank] sex…”)
● Encouraging that others share their top ten “hit lists,” or ugly lists, or slut lists online and 

including the child on that list.
● Posting and encouraging others to post nasty comments on a child’s blog.
● Hacking a child’s computer/profile and sending a child malicious code.
● Sending threats to others.
● Copying others on a child’s private email and IM communications.
● Posting bad reviews or feedback on a child without cause.
● Registering a child’s name and setting up a Web site or profile.
● Posting rude or provocative comments while posing as a child (such as insulting racial  

minorities at a Web site devoted to that racial minority).
● Sending spam or malware to others while posing as a child.
● Breaking the rules of a Web site or service while posing as a child.
● Setting up a vote for a site (like “hot or not?”) designed to embarrass or humiliate a child.
● Masquerading as a child for any purpose.
● Posting a child’s text-messaging address or cell phone number online to encourage abuse 

and increase a child’s text-messaging or cell phone charges.
● Launching a denial-of-service attack on a child’s Web site
● Sending “jokes” about a child to others or mailing lists.
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2.4 Mobile device management
While the school acknowledges that devices have become an important and useful means of  
communication, it is also aware of the fact that their use and abuse, particularly by children, pose 
social, ethical and safety consequences.

2.4.1 Usage regulations
It is the duty of the school to alert learners who have devices in their possession, while they are at 
school or in school uniform, of the following:

● Learners who carry or use mobile devices in public, particularly when travelling to and from 
school, may become the targets of criminals who accost them and rob them of their devices and 
other possessions. These attacks occur most frequently when learners are seen using their mobile 
devices, particularly if they are expensive and/or “latest models” of sought-after brands.

● Learners must not be careless with their devices and leave them lying around or in blazers and 
bags which are left unattended. Lost and mislaid devices are frequently claimed to be stolen when 
this is not the case.

● Devices can be used to cheat in examinations and tests. For this reason, no mobile devices are  
permitted in examination venues or in teaching venues when tests and examinations are written, 
unless otherwise instructed by the teacher. This same policy applies to the externally set national 
examinations.

● Devices are increasingly multi-functional, offering an array of features which are designed to  
attract and entertain users. The ready availability of these features means that learners with  
devices and cellular phones, smart phones, Blackberry devices and iPods tend to access and use  
these features in the classroom, becoming distracted from their work. Learners with low levels of 
self-discipline, poor concentration and/or a poor work ethic are more likely to become distracted 
by these features.

● Devices  can  make  learners  vulnerable  to  approaches  by  undesirable  individuals  or  groups 
including criminals and paedophiles.

● Devices  may  carry  private  and  personal  material,  including  photographs,  video  clips,  voice 
messages and personal  details  which may become accessible by undesirable individuals  and 
groups when mobile devices are lost, borrowed or stolen.

The school will not take responsibility for the theft or loss of any device and cellular phones,  
smart phones, Blackberry devices and iPods, mobile computing devices, laptops, no matter 
what the circumstances, as our policy specifies that it has to be carried on the person, and 
should therefore be safe. 

Learners who do bring devices to school, are required to ensure that it is:
● Not audible or visible while they are in the school building, except with permission in the class.
● Is not on their person when they are writing any test, unless with the permission of the teacher,  

and not in the examination venue when they are writing examinations.

2.4.2 Purchasing and Insurance
The school will suggest the minimum requirement of the model of a device that constitutes a 
device suitable for school-related purposes. It is the responsibility of the parents to research 
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which model is best (taking in account the recommended model) for their child. Parents are not 
compelled to purchase a device for their child.

The device must be insured by the parent. The school will take no responsibility in case of 
breakage, loss or damage of any kind. It is the parent’s responsibility to take care of any repairs 
that need to be done.

2.4.3   Charging

Learners need to charge their mobile devices overnight, so that it is 100% charged when they get 
to school. If used for educational purposes only, as it should be used during the school day, the  
battery life should quite easily last for the whole school day. Learners will be afforded the facilities 
to  charge  their  mobile  devices  at  school,  as  the  school  does  have  adequate  facilities  to  
accommodate this. However, use of the charging stations at school is by the teacher’s permission 
only, and the school will not take any responsibility in the case of the device being lost, stolen or 
damaged.

2.4.4     Tablet etiquette in the classroom
● Act responsibly by only using your tablet for educational purposes in the classroom.
● Take out your tablet/earphones/turn on the sound only when requested by the teacher.
● Show respect to the teacher by maintaining eye contact while he or she is talking.
● Be trustworthy by not “stealing” bandwidth for personal downloads. 
● At the end of the lesson, respect your belongings by packing the tablet (sound off) and earphones 

away to ensure safety. 
● Respect people’s right to privacy by not photographing/video-recording anyone in the classroom 

and/or publishing/distribution, especially without consent.

2.4.5 Taking Care of Devices

2.4.5.1 General Precautions
● Devices must never be left in an unlocked locker unlocked car or any unsupervised area
● The device is the property of the learner & parent
● Only use a clean, soft cloth to clean the screen - no cleansers of any type.
● Cords and cables must be inserted carefully into the device to prevent damage.
● Do not use an incompatible charger to charge your device.

2.4.5.2 Carrying devices & protective cases
● A protective case must be bought by the parent. An investment in a very good protective 

case would be wise. The protective case must have sufficient padding to protect the
device and provide suitable means for carrying the device within the School. 

● The  guidelines  below  should  be  followed:
 -  Devices  should  always  be  within  the  protective  case  when  carried.
 - Some carrying cases can hold other objects (such as folders and workbooks), but these  
must be kept to a minimum to avoid placing too much pressure and weight on the device 
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screen.

2.4.5.3   Screen care
● The device screens can be damaged if subjected to rough treatment.  The screens are 

particularly sensitive to damage from excessive pressure on the screen.
● Do not lean on the top of the device when it is closed.
● Do not place anything near the device that could put pressure on the screen.
● Do not place anything in the carrying case that will press against the cover.
● Clean the screen with a soft, dry doth or anti-static cloth.
● Do not "bump" the device against lockers, waif’s car doors, floors, etc. as it will eventually 

break  the  screen.

2.4.5.4 Screensavers and background photos

Inappropriate  media  may  not  be  used  as  a  screensaver  or  background  photo.
Presence of guns, weapons, pornographic materials, inappropriate language, alcohol, drug, gang 
related

2.4.5.5 Inspection

Learners  may  be  selected  at  random  to  provide  their  device  for  inspection and  if  deemed 
educationally necessary, the school may be required to reset the device to factory default settings. 
This could be related to undesirable content being found on the device, or a lack of space to 
accommodate the educational needs, due to games, photos, videos etc of a private nature taking 
up space on the device.

2.4.5.6 Software upgrades

Upgrade versions of licensed software or apps are available from time to time.  All updates must  
be  done by  the  learners  or  parents.  The  device  software  must  be  up  to  date  at  all  times.

2.5 Regulation

The use of ICT resources brings with it the possibility of misuse as well the inherent dangers 
including sex, violence, racism and exploitation. It is therefore the aim of this policy to regulate 
how learners utilize ICT resources, what content they access, as well as their interaction with other 
ICT users. As with any other regulation this will be done within the framework of inter-alia the 
Constitution of South Africa, the laws that govern our country, the policy of the school, as well as 
all applicable social and ethical standards.   As such, transgressions of the policy must be dealt with 
in accordance with the prescribed remedial steps.

Misconduct in relation to the usage of ICT could constitute a minor breach of school policy, or it 
could  constitute  a  socially  embarrassing  incident,  or  a  criminal  act,  breach  of  a  person’s 
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constitutional rights or even cause an international incident. 

Misconduct in relation to ICT could be a breach of the following Acts and could constitute a civil or 
criminal transgression:

● Infringement of a person’s constitutional rights in relation to dignity, respect, right to 
privacy etc.

● Hate speech or racist comments
● Illegal access to information
● Illegal interception of communication
● Harassment
● Slander
● Defamation of character
● Fraud & Corruption
● Extortion
● Copyright & Plagiarism
● Transgressions in terms of child pornography

In relation to a breach by or against a learner of any of the above transgressions, the school, its  
employees, parents and learners have a legal obligation to report it to the authorities. The parties 
involved will be encouraged to report the matter to the South African Police Services. 

2.6 Remedial action

2.6.1 Monitoring 
The school has the obligation and right to monitor, record and copy any and all utilisation of the  
ICT infrastructure of the school for  the purpose of ensuring that the school rules are being 
complied with and used for legitimate purpose. 

If a learner chooses to bring his/her own ICT device, including mobile devices, to school, the school 
has the right to monitor, record, copy any and all utilisation of such ICT devices for the purpose of 
ensuring that the school rules are being complied with, and that it is being used for legitimate 
purposes. 

2.6.2 Remedial Process
Situations will exist where the school will have to take action against a learner for breaching the 
ICT Policy, or to protect the learner against external transgressors or to protect a learner against 
another learner. In all these situations the school must act in a correct and decisive manner. It is  
therefore necessary that the process which the school implements, is in the interest of justice and 
in the interest of the learner.

If  a  transgression  is  reported  or  suspected,  the  school  will  take  the  necessary  actions  by 
monitoring, recording, copying or taking possession of any ICT device and includes but not limited 
to cellular phones, smart phones, Blackberry devices and iPods, whether private or property of  
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the school. The said device will be accessed by the school, representative of the school or person 
appointed by the school to establish the validity of the suspicion or report. 
A charge will be compiled based upon the facts established and the necessary action will be taken 
against the learner.

The school will endeavour to resolve all matters with the utmost care and confidentiality and to 
resolve all  matters in an agreeable manner,  if  possible,  internally.  If  not,  the parties will  be 
referred to the South African Police Services.

If there is a legal obligation on the school to report any action to the authorities, the school will  
endeavour to do so with the utmost care and confidentiality. 
The parent or guardian of any learner involved in any transgression will be contacted and notified 
prior to any action being taken. 

3.1 Social Media Use & Policy
Social media is fast becoming as ubiquitous as the air we breathe. In recent months, many schools 
and provinces around the country have taken steps to create social media policies and guidelines 
for their students and staff.
We have seen many approaches to social media that work well, and some that don’t. That said, 
there is no silver bullet for schools because everyone has a different set of circumstances.

Social media depend on mobile and web-based technologies to create highly interactive platforms 
through which individuals and communities share, co-create, discuss, and modify user-generated 
content.  They  introduce  substantial  and  pervasive  changes  to  communication  between 
organisations, communities, and individuals.

Social media differ from traditional or industrial media in many ways, including quality, reach, 
frequency, usability, immediacy, and permanence. There are many effects that stem from internet 
usage.

Internet users continue to spend more time with social media sites than any other type of site. At 
the same time, the total time spent on social media in the U.S. across PC and mobile devices 
increased by 37 percent to 121 billion minutes in July 2012 compared to 66 billion minutes in July 
2011. For content contributors, the benefits of participating in social media have gone beyond  
simply social sharing to building reputation and bringing in career opportunities and monetary  
income, as discussed in Tang, Gu, and Whinstone (2012).

3.2 You and Social Media
When using social media for your school the best rule to stand by is the 70-20-10 rule:
No one wants to be a robot. Being human is an easy way for companies to connect with their  
consumers. Personalisation and personality are key when it comes to your school. Many say that 
two-way conversations embody the marketing strategy of personification. It's essential to be 
yourself. 
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There are two ways that you can make your brand more personal through developing a two-way  
conversation on social media.

3.3 Social Media Policy & Guidelines

3.3.1 Policy
This Policy applies to all sectors of the school – teachers, administrators, Parents and students.

● When teachers are using or allowing the use of social media in schoolwork either in 
classrooms or as required work outside of classrooms, they should regard participation in 
such online media as an extension of their classrooms and anything which is permitted in 
class is acceptable online, and anything which would be unacceptable in a classroom 
should also be unacceptable online.

● In particular any bullying, insulting, racial or sexist language, or derogatory or offensive 
comment is forbidden, as is any practice which is at odds with the school’s values and 
practices.

● Nothing should take place online which might bring the school into disrepute.
● Staff, parents or pupils should not abuse any privileged or confidential information they 

might have access to in any way in private social networking media.
● Teachers should not befriend on Facebook any of their pupils who are still at school,  

except in the case of a site specifically set up for professional purposes.
● Where  staff,  parents  or  students  are  engaging  in  online  activities  outside  of  direct 

classroom or boarding house activities, they must remember that social media are by 
their very nature public documents, and appropriate care needs to be taken when using 
them.

● Where staff are identified with the school and are engaged in inappropriate fashion, the 
school can intervene to prevent reputational damage to the school. Such abuse of the 
media could result in disciplinary action. 

● Where students are identified with the school and are engaging in inappropriate fashion, 
the school will intervene to prevent damage either to the school or to the individuals 
involved. When students conduct themselves inappropriately without being identified as 
connected with the school,  parents  must accept their  roles in managing the private 
activities of their children. They should not expect the school to police the private and out 
of school activities of pupils of the school; but the school might choose to intervene in 
such situations if it is in the best interests of the child to do so

3.3.2 Guidelines
These guidelines for pupils are provided as support and guidance to ensure that practices do not 
result in transgressions of policy.

● Be responsible for whatever you write. Be aware of what you post online. Social media 
venues are very public. What you contribute leaves a digital footprint for all to see. Do not 
post  anything  you  wouldn't  want  friends,  enemies,  parents,  teachers,  or  a  future 
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employer to see.
● Be cautious about publishing photographs, providing personal details including surname, 

phone numbers, addresses, birthdates and pictures.
● Where there is a possibility that you may be identified with the school, you should act in a 

manner which is consistent with the general philosophies and values of the school, and 
does not bring the school into disrepute.

● Follow the school's code of conduct when writing online. It is acceptable to disagree with 
someone else's opinions,  but if  you do respond in a respectful way. Make sure that 
criticism is constructive and not hurtful.

● Do not share your password with anyone else, and change your passwords regularly to 
protect your privacy.

● Do  your  own  work!  Do  not  use  other  people's  intellectual  property  without  their 
permission. It is a violation of copyright law to copy and paste other's thoughts. When 
paraphrasing another's idea(s) be sure to cite your source with the URL. It is good practice 
to hyperlink to your sources.

● Be aware that pictures may also be protected under copyright laws. Verify you have 
permission to use the image or establish that it is under Creative Commons attribution.

● How you represent yourself  online is  an extension of  yourself.  Do not misrepresent 
yourself by using someone else's identity, or by creating a fictional persona which can be 
linked back to you.

● Blog and wiki posts should be well written. Follow writing conventions including proper 
grammar, capitalization, and punctuation. If you edit someone else's work be sure it is in 
the spirit of improving the writing.

● If you run across inappropriate material that makes you feel uncomfortable, or is not 
respectful, tell a member of staff right away.

● Above policy does comply and conform to the POPPIA in its current shape and form.

Updated and signed on 28 FEB 2026
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